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NMPEAMBYVYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED
KepiBHuk pobouoi rpynu/ Head of the project team:

Nanpe OMuTpo Bonognmmposuny, 4.T.H., Nnpodecop, 3aBigyBay Kadenpu iHpopmMaLinHoil 6esnekun
/ Dmytro LANDE, Dr. Sc, Full Professor, Head of the department of information security

YneHm pobouoi rpynu/ Project team members:

CTbonoudkiHa IpnHa BanepiiBHa, K.T.H., [OLEHT, AOLEHT Kadeapw iHhopMauinHoi 6e3nekn / Iryna
STOPOCHKINA, PhD, Associate Professor, Professor of the department of information security

CmupHoB Ceprin AHaToninoBNY, K.h.-M.H., C.H.C., OOLEHT Kadeapwn iHpopMauiiHoi 6e3snekn / Sergii
SMYRNOV, PhD, Senior Researcher, Professor of the department of information security

Ma4ycbkuin €BreH AHOpinoBuY, A.T.H., Nnpodecop, npodecop Kadenpmn iHpopmauinHoi besneku
/ Eugene MACHUSKY, Dr. Sc, Full Professor, Professor of the department of information security

MporoHos OAMutpo OnekcaHApPOBUY, A.T.H., LOLEHT, OOUEHT Kadenpu iHpopMaLinHoi besneku
/ Dmytro PROGONOV, Dr. Sc, Associate Professor, Professor of the department of information
security

NMOrog>XeHo / AGREED:

HaykoBo-mMeToOn4YHa KOMicCis yHiBepcuTeTy 3i cneuianbHocTi F5 Kibepbesneka Ta 3axucT iHhopMauii
/ The Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and
information protection (npoTtokon / minutes of meeting N Bif / dated .2026)

Fonosa HMKY-F5 / Head of the SMCU-F5

Omntpo NAHOE / Dmytro LANDE

MeToaun4dHa paga Kl im. Iropsa Cikopcekoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (npoTokon / minutes of meeting Ne_ Bif / dated 20 )

Fonosa MeTtoau4Hoi pagun / Head of the Methodological Council
TeTsaHa XKEJIACKOBA / Tetiana ZHELIASKOVA
BPAXOBAHO / CONSIDERED:

Haka3 Ne HO[1/215/26 Bifg 18.03.2026 «[1po nnaHyBaHHSA Ta OpraHisauito OCBITHbLOro npouecy
2026-2027 H.p.».

Mono>xeHHs Npo po3pobrieHHS, 3aTBEPAXKEHHS, MOHITOPUHI Ta Nepernag ocBiTHiX nporpam B KMl im.
Irops CikopcbKkoro.

Mono)xeHHs Npo peanilauito NpaBa Ha BiNbHUI BUBIp HaBYaNbHUX AUCUMNNIH 3000yBavYaMun BULLLOT
ocsiTu KMl im. Iropsa Cikopcbkoro. Knacudikatop npodgecin K 003:2010 (3MiHM BHeceHo Haka3om
MiHekOHOMIikK Ne1410 Big 16 ciyHa 2024 p.).

Moba>kaHHA | NPONO3KMLi CTENKXONAEpIB:



3/19

KoBanbyyk AHApin Onerosun4,KepiBHUK HanpsaMKY BiAKpUTUX iHHOBaLin Samsung R&D Institute
Ukraine (SPUKR), BignoBigasbHWI 3a cNiBnpaLuto 3 yHiBepcuTeTamm

MosTa Ceprin PycnaHoBuny,0OnepauinHnim AUPEKTOP MiXKHApPOAHOI KOMMaHii 3 Kibepbesnekun ISSP

KygniH AHTOH Muxannosu4,l 010BHMI eKCnepT ynpasniHHA 6e3nekn iHpopMaLil fenapTaMeHTy
6e3nekun HauioHanbHoro 6aHky YkpaiHu, naypeat [ep>xaBHoi npemii YKpaiHK B rany3i Hayku i
TEeXHiKN, LOKTOP TEXHIYHNX HAYK, CTapLUNA HAYKOBUI CMiBPOBITHUK

FoH4YapoBa HaTanisa, Kibepbesneka Ta 3axmcT iHQopMaLii, cTyaeHTKa 1 Kypcy MaricTpaTypu 3a
cneuianbHicTio F5

Mpuxoabko KOpin, ctyoeHT 1 Kypcy MaricTpaTypm 3a cneudianbHicTio F5 Kibepbesneka Ta 3axucT
iH(opMauii

MpockypHsa AHHa,4yneH HMKY 125, ctyneHTKka 4 kKypcy 6akanaBpaTy 3a crieuianbHicTio F5
Kibepbe3neka Ta 3axucT iHdbopMauii

Order No. NOD/215/26 dated 18.03.2025 "On the planning and organization of the educational
process for 2026-2027".

Regulations on the development, approval, monitoring and revision of educational programs at KPI
named after Igor Sikorsky.

Regulations on the exercise of the right to free choice of academic disciplines by higher education
applicants of KPI named after Igor Sikorsky.

Classifier of professions DK 003:2010 (amended by Order of the Ministry of Economy No. 1410 of
January 16, 2024).

Stakeholders' wishes and suggestions:

Andriy Olegovich Kovalchuk, Head of Open Innovation at Samsung R&D Institute Ukraine (SPUKR),
responsible for cooperation with universities

Poyata Serhiy Ruslanovych, Operations Director of the international cyber security company ISSP

Anton Mykhailovych Kudin, Chief Expert of the Information Security Department of the Security
Department of the National Bank of Ukraine, Laureate of the State Prize of Ukraine in the Field of
Science and Technology, Doctor of Technical Sciences, Senior Researcher

Goncharova Nataliia, 1st year master's student, majoring in F5 Cybersecurity and information
protection

Prykhodko Yurii, 1st year master’s student, majoring in F5 Cybersecurity and information protection

Proskurnya Anna, member of the Educational and methodical comission of F5 specialty, 4th year
undergraduate student majoring in F5 Cybersecurity and information protection

EBOJIIOLIA OCBITHbOI MPOrPAMU / EVOLUTION OF THE EDUCATIONAL PROGRAMME

OcBiTHSA nigrotoeka 3a OlNM «Cuctemun, TexHOJOril Ta MaTeMaTUYHi MeToan Kibepbesnekn» 3a
MaricTepcbkum piBHeM byna po3noyaTa 3 2017 p., B ocHoBY nporpamu 6yso noknageHo
fbaraTopiyHMM foceig niarotToBky 3006yBadiB 3a cneuianizavuico «besneka iHpopMaLinHNX Ta
KOMYHIKaUiNnHUX CucTemM», sika 34inCHIOBaNack Ha Kadenpi iHdbopMauinHoi 6e3nekn.

B 2020 p. nporpamy 6yno rpyHTOBHO nepepobneHo i3 BpaxyBaHHAM NPOMNO3ULLIA CTENKXONAepPIB, AKi
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BHECM npono3uuii wono 36inbleHHs pi3HOMaHITHOCTI NPoeCinHO-OPIEHTOBAHMX ANCLUMIIH
(cTyneHTn) Npu 36epexxeHHi Hacn4YeHoi PyHOaMeHTasbHOI CKNanoBoi (poboTonasui). B Ol 6yno
BHECEHO TaKO0XX HACTYMHi 3MiHW: YaCTUHY AUCUUNiH NnepeHecTn 0o 6nokiB BUbipKoBUX,
MOLEPHi3yBaBLUM iX HaNoOBHEeHHS 3rigHo npodinto 125 Kibepbesneka, 3anponoHyBaTn CMUCOK
BUBIpKOBUX aucumnnnid Ao ®akynbTeTCbKOro/KadheapasbHOro KaTasoris.

B 2021 p. byno BHeceHO KopekTuBM Wono obcaris OK, BioBegeHNx Ha AOCAIAHNLLKUN (HayKOBWIA)
KOMMOHEHT. A TaKOXX, OCBITHIO MPOrpamMy OHOBJIEHO Y 3B'A3KY 3 BUXOO0M CTaHAAPTYy BULLOT OCBITY 3a
cneuianbHicTio 125 «Kibepbe3neka» ons opyroro (Marictepcbkoro) piBHS BULLOI OCBITY Bif,
18.03.2021 Ne 332, Ta BHeCeHi HacCTYMnHi 3MiHW: AOMOBHEHO Nepenik 3arajbHuUX/faxoBux
KOMMNETEeHTHOCTEN Ta NPOrpaMHMX pe3ysbTaTiB HaBYaHHS, 3MIHEHO KiNIbKICTb KpeauTiB Wono
npakTukn. OHOBJIEHA OCBITHA Nporpama BiAMNoBigae BMMoram CTaHOapTy BULLOI OCBiTY 3a
cneuianbHicTio 125 «Kibepbesneka» oasa gpyroro (MarictTepcbkoro) piBHS BULLOI OCBITY Bif
18.03.2021 Ne 332.

B 2022 p. OCBiTHIO NpOrpaMy OHOBJIEHO Y 3B'S3KY 3 HAabyTTAM Pi3MKO-TEXHIYHMUM IHCTUTYTOM
cTaTycy HaB4asnbHO-HAaYyKOBUN Di3NKO-TEXHIYHUN IHCTUTYT. BHECEHO 3MiHU Y CKNag MPOEKTHOT
rpynu Ta cknag ctenkxongepis. BHeceHO KopekTuBM LWLoA0 NpUAaTHOCTI A0 NpaueBiawWwTyBaHHSA
3rigHo 3miHM Nel0 po [lep)xaBHoro knacudikatopy npogecin K 003:2010.

B 2023 p. ocBiTHIO NporpamMy 6yno OHOBJIEHO Y 3B'A3KY 3i 3MiHOIO Ha3BW cnevliaibHOCTI. BHeceHo
KOPEKTMBW y BiANOBIAHOCTI 3 BUMOramu NoctaHosn KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022 Ne
1392 “lNpo BHECEHHSA 3MiH A0 NMepeniky raays3en 3HaHb i cneuianbHOCTEN, 3a AKMMU 34iNCHIOETLCS
nigrotoeska 3006yBayiB BNLLOI OCBITU".

2024 p.: OCBiTHIO NporpamMy OHOBJIEHO Y 3B A3KY 3i 3MiHOK Ha3BW creuianbHOCTI. BHeceHo
KOPEKTMBW y BiANOBIAHOCTI 3 BUMoramu NoctaHoBu KabiHeTy MiHicTpiB YKpaiHu Big 16.12.2022 Ne
1392 “lNpo BHeCeHHSA 3MiH 00 nepeniky rasaysen 3HaHb i creuiasibHOCTEN, 3a AKUMU 34iNCHIOETLCSA
nigrotoeka 3006yBayiB BMLLOT OCBITU”. BHECEHO 3MiHWN Yy CKNag CTENKXonaepis. BHeceHo 3MiHK A0
cknapy Ta/abo hopMot0 CEMECTPOBOro KOHTPOJIIO 3@ OCBITHIMU KOMMOHEHTaMU: MaTeMaTu4He
MOLEJIIOBaHHA CUCTEM Ta NMPOLECIB, IHTenekTyaNlbHUI aHani3 faHux, AHani3 KibepiHunaeHTIB
MeToAaMn MallMHHOIo HaBYaHHSA, HaykoBa poboTa 3a TeMotlo MaricTepcbKoi gucepTadii (4.2),
MpakTuKa.

2026 p. BBEAEHO HOBMUV MPOrpaMHuM pe3ybTaT HaB4YaHHS, Ha 3a40B0OJIeHHA pekoMeHaalivi MOH
YKkpaiHu wono BrpoBagXeHHS KOMMNETEHTHOCTEN CTOCOBHO 3axXUCTY 06’€KTIB KPUTUYHOI
iHppacTpykTypm (ninct MOH Ne1/15518-25 Big 24.07.2025): B3aemogisi Cy6’eKTiB HaLiOHa1bHOI
cuctemm 3axucTty Kl Ta obMiH iHpopmauieo 3 nutaHb 6e3neku i CTINKOCTi iykuioHyBaHHS K.

3MiHn 6yim BHECEHI y CKaaa CTeNKXonaepiB

Educational training for the Master's degree program "Systems, Technologies and Mathematical
Methods of Cyber Security" began in 2017, the program was based on many years of experience in
training of applicants specializing in "Security of Information and Communication Systems", which
was carried out at the Department of Information Security.

In 2020, the program was thoroughly revised, taking into account the proposals of stakeholders, who
made proposals to increase the variety of professionally oriented disciplines (students), and to
maintain in the same time a well-developed fundamental component (employers). Also, the following
changes were made: part of the disciplines were transferred to elective blocks, their content was
modified according to profile 125 Cybersecurity, a set of elective disciplines to the
Faculty/departmental catalogs was proposed.

In 2021, adjustments were made to the amounts of time allocated to the research (scientific)
component. Also, the educational program was updated in connection with the release of the
standard of higher education in specialty 125 "Cybersecurity" for the second (master's) level of
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higher education dated 03.18.2021 No. 332, and the following changes were made: the list of
general/professional competencies and program results were enlarged, the number of credits for
6/22 practice has been changed. The updated educational program meets the requirements of the
standard of higher education in the specialty 125 "Cybersecurity" for the second (master's) level of
higher education dated March 18, 2021 No. 332.

In 2022, the educational program was updated in connection with the Physical and Technical
Institute acquiring the status of Educational and Scientific Physical and Technical Institute. Changes
were made to the composition of the project group and the composition of stakeholders. Corrections
were made regarding suitability for employment in accordance with Amendment No. 10 to the State
Classifier of Professions DK 003:2010.

In 2023, the educational program was updated in connection with the change of the name of the
specialty. Corrections were made in accordance with the requirements of the Resolution of the
Cabinet of Ministers of Ukraine dated 16.12.2022 No. 1392 "On Amendments to the List of Fields of
Knowledge and Specialties for which Higher Education Candidates are Trained".

2024: The educational program has been updated due to the change in the name of the specialty.
Adjustments have been made in accordance with the requirements of the Resolution of the Cabinet
of Ministers of Ukraine dated 16.12.2022 No. 1392 “On Amendments to the List of Fields of
Knowledge and Specialties in Which Higher Education Applicants Are Trained”. Changes have been
made to the composition of stakeholders. Changes have been made to the composition and/or form
of semester control for educational components: Mathematical Modeling of Systems and Processes,
Data Mining, Cyber Incident Analysis Using Machine Learning Methods, Scientific Work on the Topic
of the Master's Thesis (Part 2), Practice.

In 2026, New competencies have been introduced to meet the recommendations of the Ministry of
Education and Science of Ukraine on the implementation of competencies regarding the protection
of critical infrastructure facilities (letter of the Ministry of Education and Science No. 1/15518-25
dated 07/24/2025): Mechanisms for ensuring cyber security of Cl, Construction of Cl protection
systems, Interaction of subjects of the national Cl protection system and exchange of information on
issues of security and stability of Cl functioning.

Changes were made to composition of stakeholders
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EDUCATIONAL PROGRAMME PROFILE

1 - 3aranbHa iHdopmMauia / General information

MNoBHa Ha3Ba 3akjiafy BULLOI OCBiTK Ta
HaB4asbHoOro nigposainy / Full name of
higher education institution and faculty
/ educational and scientific institute

HauioHanbHU TEXHIYHWUNA
yHiBepcuTeT YKpaiHu
«KWIBCbKUI MONITEXHIYHNN
IHCTUTYT iMeHi Irops
CikopcbKoro»
HaB4anbHO-HayKOBUN
Qi3NKO-TEXHIYHUN IHCTUTYT

National Technical University
of Ukraine «lgor Sikorsky Kyiv
Polytechnic Institute»
Educational and Scientific
Institute for Physics and
Technology

CTyniHb BULLOT OCBITW Ta Ha3Ba

0CBiTHbOI KBanidikauii / Higher

education degree and education
qualification title

MaricTp

CTyniHb MaricTpa

3axnUCTy iHopMau,il

Master Degree
Master’s degree of
Cybersecurity and

Information Protection

3 Kibepbesnekun Ta

OdpiuinHa Ha3Ba OCBITHLOI NMporpamm /
Educational programme official title

CucteMmn, TexHonorii Ta
MaTeMaTU4yHi MeToaun
Kibepbesneku

Systems, Technologies and
Mathematical Methods of
Cyber Security

Tun gunnaomy Ta 06cAr OCBiTHLOI
nporpamu / Diploma type and
educational programme volume

Ounnnom maricTpa, 90
kKpeauTtie EKTC, TepMiH
HaBYaHHSA 1 pik 4 micaui

Master diploma, 90 credits
ECTS, training period 1 year
4 month

IHdbopMauisa npo akpeguTadito /
Accreditation information of the
educational programme

AkpeguntoBaHo HA34BO,
cepTudpikat 15035 Big
2025-06-21 gincHunnm go

2029-07-01

Accredited by NAQA,
cetificate No 15035 from
2025-06-21 valid to
2029-07-01

Linkn, piseHb BULLOI 0CcBiTK / Education
cycle, level of higher education

HPK YkpaiHn - 7 piBeHb
QF-EHEA - npyruni unkn
EQF-LLL - 7 piBeHb

NQF of Ukraine - 7 level
QF-EHEA - 2 cycle
EQF-LLL - 7 level

Mepepnymosun / Prerequisites

HasaBHICTb CTyneHs

Bachelor Degree

bakanaspa
Popmm 3006y TTS OcBITN / Forms of O4Ha (poeHHa); 3ao4Ha; full-time; part-time;
Education
MoBga(n) BVIK}'I.a)J,aHHﬂ./ Language(s) of YKpaiHCbka Ukrainian
instruction

IHTepHeT-aapeca po3MilLleHHS
0CBiTHbOI Nporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_OPPM

_STMMKB

2 - MeTa ocBiTHbOI nporpamu / Educational programme purpose

MigroToBka NpodgecioHanie, 34aTHUX
BMKOPUCTOBYBAaTW | BMPOBaA>XyBaTu HOBITHI
CUCTEeMW, TEXHOJIOriT Ta MaTeMaTUYHI MeToan
Kibepbesnekun, NPOBOANTN HAaYKOBO-AOCAIAHY Ta
iHHOBaUiNHY OiNbHICTb B ranysi 3axmcTty
iHpopMaLii i KibepHeTnYHOT Be3nekun

Training of professionals capable of using and
implementing the modern systems, technologies
and mathematical methods of cyber security,
conducting research and innovation activities in
the field of information protection and cyber
security.
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3 - XapaKkTepucTUKa OCBiTHbOI Nporpamm

/ Educational programme characteristics

NMpepameTHa obnacteb / Subject area

O0’€eKTU BUBYEHHA:

* CyYacCHi mpouecn [OoCNiAXKEHHS, aHani3y, CTBOPEHHSA Ta
3abe3neyeHHs PYHKLiIOHYBaHHS iHDOPMALIMHUX CUCTEM i
TexHONOorin, iHWnx bisHec-onepauinHMX NpoueciB Ha 06’ekTax
iHpopMaLiNHOI AiSNBHOCTI Ta KPUTUYHUX IHPPACTPYKTYpP
chepun iHopMaLinHoi 6e3nekun Ta/abo kibepbesneku;

¢ iHopMaUilrHi cuctemm (iHhopMaLiNnHO-KOMYHiKaLinHi,
iH(bopMaLinHO-TeNeKoMyHiKaLinHi, aBTOMaTU30BaHi) Ta
TEeXHONOrii;

* iHppacTpykTypa 06’ekTiB iHDOPMALINHOI AiAbHOCTI Ta
KPUTUYHUX IHPPaCTPYKTYpP; ® CUCTEMU Ta KOMMIEKCH
CTBOpPEeHHs, 06pobkun, nepenadi, 36epiraHHs, 3HULLEHHS,
3axMCTy Ta BigobparkeHHs faHuX (iHpopMaLuiinHUX NOTOKIB);

* iHpbopMaLiHi pecypcu pi3HMX KnaciB (B T.4. Aep>KaBHi
iH(hopMaLinHi pecypcn);

* MporpamMHe Ta nporpaMHo-anapaTHe 3abe3nevyeHHs (3acobu)
Kibep3axucTy;

* cucTeMu ynpasJiiHHS iHdopMauinHoto 6e3nekoto Ta/abo
Kibepbesnekoio;

e TexHoJIorii, MeToaun, Mozeni Ta 3acobu iHpopMaLinHoi
6e3nekun Ta/abo kibepbesnekn.

LLini HaBYaHHA:

MNigroToBka haxiBLiB, 34aTHUX PO3B'sI3yBaTWN 3agaui
nocnigHuubKoro Ta/abo iHHOBaLIMHOro xapakTepy y coepi
iHpopMmaUinHoi Ta/abo kibepbesneku.

TeopeTU4yHUH 3MICT NpeaMeTHOI obnacTi

TeopeTuyHi 3acain HayKOEMHUX TEXHOJIOFiN, i3NYHI i
MaTeMaTU4Hi pyHOaMeHTaNbHi 3HaHHS, Teopil ineHTudiIKauii Ta
MPUAHATTSA pilleHb, CACTEMHOrO aHani3y, CKJafHUX CUCTEM,
MOogeNtoBaHHS Ta ONTMMI3aLii NpoueciB, Teopis MaTeMaTUYHOI
CTaTUCTUKW, KpUNTOrpadivHOro Ta TEXHIYHOro 3axXmCcTy
iHpopMaLiii, Teopil pU3MKIB Ta IHLINX MDKANCLUNAIHAPHUX
Teopin i NpakTuK y ranysi iHpopmauinHoi 6esnekn Ta/abo
Kibepbesneku.

MeToau, MeToaAMKMU Ta TexHonorii

MeToau, Mofaeni, METOAUKUN Ta TEXHONOrIii CTBOPeHHS, 06pobku,
nepepfadi, MPUAMaHHS, 3HULLEHHSA, BigobpakeHHS, 3axncTy
(kKibep3axucTy) iH(hopMaLinHNX pecypciB y KibepnpocTopi, a
TakoXX MeToAun Ta MoAeni po3pobKn Ta BUKOPUCTaHHS
NpUKAagHoro i crewianizoBaHoro NporpamMHoro 3abesneyvyeHHs
0N BUPIWEHHS NpodecinHMX 3a4ay B ranysi iHpopmauinHoi
6e3nekun Ta/abo kibepbesnekn. TexHoNorii, MeToan Ta moaeni
OOCNIOXKEHHSA, aHanisy, ynpaBniHHA Ta 3abe3neyeHHs
6i3Hec/onepaLiiHMX NPOLLECIB i3 3aCTOCYBaHHAM CYKYMHOCTI
HOPMaTUBHO-MPABOBUX Ta OPraHi3auilHO-TEXHIYHUX MeTOo.iB i
3acobiB 3axnUCTy iHpOpMaLINHMX pecypciB y KibepnpocTopi.
IHCTpyMeHTH Ta obnapHaHHA

3acobu, NpUCTpoi, MepexxHe ycTaTKyBaHHS Ta cepefioBuLe,
npuknagHe Ta crieuianizoBaHe NporpamMHe 3abe3neyvyeHHs,
aBTOMaTU30BaHi CUCTEMMN Ta KOMIMJIEKCU MPOEKTYBaHHS,
MoAeNtoBaHHS, ekcrlyaTaLii, KOHTPOO, MOHITOPUHTY,
06pobku, BinobparkeHHsA Ta 3axXUCTy AaHuXx (iHopmauinHnx
MOTOKIB), @ TAaKOXX MeTOAM i MoAeni Teopii pu3ukis Ta
ynpaBniHHSA iHDOpPMaLinHUMKN pecypcaMmn Npu [OCAIOXKEHHI i
CynpoBOAXXEHHI 06'€KTIB iH(hopMaLLiiHOI AiSNbHOCTI y ranysi

Objects of study:

* modern processes of research, analysis, creation and ensuring
the functioning of information systems and technologies, other
business operational processes at the objects of information
activity and critical infrastructures in the field of information
security and/or cyber security;

« information systems (information and communication,
information and telecommunication, automated) and
technologies;

« infrastructure of information activity objects and critical
infrastructures;

* systems and complexes of creation, processing, transmission,
storage, destruction, protection and display of data (information
flows);

« information resources of various classes (including state
information resources);

» software and hardware (means) of cyber protection;

« information security and/or cyber security management
systems;

» technologies, methods, models and means of information
security and/or cyber security. Learning goals: Training of
specialists capable of solving tasks of a research and/or
innovative nature in the field of information and/or cyber
security.

Theoretical content of the subject area

Theoretical foundations of science-intensive technologies,
physical and mathematical fundamental knowledge, theories of
identification and decision-making, system analysis, complex
systems, modeling and optimization of processes, theory of
mathematical statistics, cryptographic and technical protection
of information, theory of risks and other interdisciplinary
theories and practices in the field of information security and/or
cyber security.

Methods, techniques and technologies

Methods, models, techniques and technologies of creation,
processing, transmission, reception, destruction, display,
protection (cyber protection) of information resources in
cyberspace, as well as methods and models of development
and use of applied and specialized software for solving
professional tasks in the field of information security and /or
cyber security. Technologies, methods and models of research,
analysis, management and provision of business/operational
processes using a set of requlatory and legal and organizational
and technical methods and means of protecting information
resources in cyberspace.

Tools and equipment

Means, devices, network equipment and environment, applied
and specialized software, automated systems and complexes of
design, modeling, operation, control, monitoring, processing,
display and protection of data (information flows), as well as
methods and models of risk theory and information
management resources for research and support of objects of
information activity in the field of information security and/or
cyber security.

iHpopMaUiiHoi 6e3nekun Ta/abo kibepbesneku.

OpieHTauis ocBiTHLOI Nporpamu / Scope

OcBiTHbO-MpodecifiHa

Educational professional

OcHOBHUM hOKYC OCBITHb

oi nporpamu / Main focus

Cnctemu, TeEXHONOTIi Ta MaTeMaTuU4Hi MeToaun Kibepbesnekn,
AKi 6a3yl0TbCA Ha OCTAHHIX OOCATHEHHSX HAaYKN Ta TEeXHiKN.
Knto4yoBi cnoBa: kibepHeTn4Ha 6e3neka, CUCTEMU | TEXHONOT T
Kibepbe3snekn, maTemaTU4Hi MeToaM Kibepbesneku, aHani3
KibepiHUMAeHTIB, aHaNi3 Bpa3/IMBOCTEN, 3aXNCT 06'eKTIB
KPUTUYHOI iHppacTpyKTypun

Systems, technologies and mathematical methods of cyber
security, which are based on the latest achievements of science
and technology.

Keywords: cyber security, cyber security systems and
technologies, mathematical methods of cyber security, cyber
incident analysis, vulnerability analysis, protection of critical
infrastructure objects

0c06,MBOCTI OCBITHBO!

i nporpamu / Features

1. TpyHTOBHa (pyHAaMeHTaslbHa NiAroTOBKa y MNOEAHaHHI i3
Cy4acHO nNpodecinHo MNiAroTOBKO, AKa A03BONSAE
NPOBOANTUN HAayKOBO-AOCAIAHY Ta iHHOBAUINHY JiSNbHICTD i
npautoBaTy 3 HAYKOEMHUMUK TexHonorismm kibepbesneku;

2. MNpoxoa KeHHs nepeaannioMHol NPakTUKK Ha 6asi
MiANPUEMCTBMAPTHEPIB Ta y4aCTb CTYAEHTIB Y BUKOHaHHI
CNiNbHUX HayKOBOAOC/iAHNX NPOEKTIB Ha 3aMOBJIEHHS yCTaHOB
Ta NpoBigHMX ITKOMNaHil YKpaiHu 3a dhaxom;

3. OyanbHa ocBiTa.

1. Deep fundamental training in combination with modern
professional training, which allows conducting research and
innovation activities and working with science-intensive cyber
security technologies;

2. Completion of pre-diploma practice on the basis of partner
enterprises and participation of students in the implementation
of joint research projects commissioned by institutions and
leading IT companies of Ukraine by specialty;

3. Dual education
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4 - NMpupaTHICTb BUNYCKHUKIB 0,0 NpaueBsaliTyBaHHA Ta NOAANbLUIOro HaB4YaHHSA /
Eligibility of graduates for employment and further study

MpupaTHicTb Ao npaueBnawTtyBaHHA / Eligibility for employment

BionosigHo o [lep>xaBHOro kKnacndikatopy
npodecin K 003:2010 3i 3miHoto Ne10
BUMYCKHUKM MOXYTb MpauoBaTh Ha Nocapax,
L0 BigNOBiAaloTb KnacudikauinHum
YrpyrnoBaHHAM:

2139.2 AHaniTUK cUCTeM 3axuncTy iHopmauii Ta
OUHKWN Bpa3/IMBOCTEN

2139.2 AHaniTuk 3arpo3 6e3neku

2132.2 Po3p0obHMK cuCcTeM 3axXUCTy iHopMaLlii.
2149 lMNpodbecioHanu i3 opraHizauii
iH(bopMaUinHoi 6be3neku.

23 MpodecioHann B ranay3si oCBiTU | HABYaHHA

According to the State Classifier of Professions
DK 003:2010 with Amendment No. 10,
graduates can work in positions corresponding
to the classification groups:

2139.2 Analyst of information protection
systems and vulnerability assessment

2139.2 Security threat analyst

2132.2 Developer of information protection
systems.

2149 Professionals from the organization of
information security.

23 Professionals in the field of education and
training

Mopanbwe HaB4yaHHA / Further study

MpoaoBXeHHS OCBiTK 3a TpeTiM (OCBITHBLO-
HayKOBWM) piBHEM BMLLOI OCBiTW. HedhopManbHe
HaBYaHHS.

Continuation of education at the third
(educational and scientific) level of higher
education. Informal learning.

5 - BuknapaHHA Ta ouiHioBaHHA / Teaching and assessment

BuknapaHHa Ta HaBYaHHA/Teaching and studying

Mporpamoto nepeabaveHo
CTy[EeHTOLEeHTpOBaHe HaB4YaHHA. BuknagaHHs
MPoOBOAUNTbLCA Y Takux hopmax: nekuii,
MPaKTUYHI Ta CEMiIHAPCbKIi 3aHATTSH,
KOMM'IOTEPHI MpakKTUKyMu i nabopaTopHi
poboTu; KypcoBi poboTK; TEXHONOrIA 3MiLLAHOIO
HaBYaHHS, MPaKTUKK; BUKOHAHHSA AWNMIOMHOIO
MPOEKTY i AunAoMHOI poboTu (MaricTepcbKoi
ancepTauii)

The program provides for student-centered
learning. Teaching is carried out in the following
forms: lectures, practical and seminar classes,
computer workshops and laboratory works; term
papers; mixed learning technology, practices;
completion of the diploma project and thesis
(master's thesis)

OuiHoBaHHA / Assessment

OuiHOBaHHSA 3HaHb CTYAEHTIB 34INCHIOETBLCA Y
BiANOBIAHOCTI 40 MNMOJIOXKEHHS MPO PENTUHIOBY
CUCTEeMY OLHIOBaHHA pe3ysibTaTiB HaBYaHHA
ctyneHTiBs KMl iM. Irops CikopcbKoro 3a yciMa
BMUOaAMN ayAUTOPHOI Ta No3aayauTopHoi poboTun
(BXiOHWW, NOTOYHUN, KasleH4apHUIA,
NiACYMKOBUW KOHTPOJIb); YCHMX Ta NMUCbMOBUX
€eK3aMeHiB, 3aJliKiB.

Assessment of students' knowledge is carried
out in accordance with the Regulation on the
system of assessment of learning outcomes of
Ilhor Sikorsky Kyiv Polytechnic Institute for all
types of classroom and extra-auditory work
(incoming, current, calendar, final control);
exams, assessments, individual tasks, etc.
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6 - NMporpamMHi KoMmneTeHTHOCTI / Programme competencies

IHTerpanbHa KOMMNETEHTHICTb

/ Integral competence

30aTHICTb 0cobu po3B’aA3yBaTu 3adadi
nocnigHnubKoro Ta/abo iHHOBALIMHOIro XapakTepy
y cepi iHhopMaLinHoi be3nekn Ta/abo
Kibepbesneku

The ability of a person to solve tasks of a
research and/or innovative nature in the field
of information security and/or cyber security

3aranbHi kKomneteHTHocTi (3K)

/ General competencies

3K |38aTHICTb 3aCTOCOBYBaTU 3HAHHA Y Ability to apply knowledge in practical

01 |NpaKTUYHUX CUTYyaUiax situations

3K |3paTHiCTb NpoBeAeHHS AOCNiAXXEeHb Ha Ability to conduct research at the appropriate
02 |(BipnoBiAHOMY PiBHiI level

3K |3paTHicTb 00 abCTPaKTHOro MUC/IEHHS, Ability to abstract thinking, analysis and

03 |aHanisy Ta CMHTe3y synthesis

3K |3paTHicTb ouiHoBaTM Ta 3abe3nevyBaTtu The ability to evaluate and ensure the quality
04 |AKiCTb BUKOHYBaHUX pobiT of the work performed

30aTHICTb cnifikyBaTuca 3 npeactasHnkamum  |Ability to communicate with representatives of
3K [iHWwunx npodecinHnx rpyn pisHoro piBHs (3 other professional groups of different levels
05 |ekcrnepTaMu 3 iHWWUX rany3en 3HaHb / BUAIB (with experts from other fields of knowledge /

€KOHOMIiYHOI OiaNbHOCTI)

types of economic activity)

daxoBi komneteHTHOCTI (PK) / Professional competencies

OK
01

30aTHICTb 06r'pyHTOBaHO 3aCTOCOBYBaTH,
iHTerpyBaTu, po3pobnsaTtn Ta
YOOCKOHatoBaTK CyYvacHi iHhbopMaLinHi
TEeXHONOrii, HAYKOBO-TEXHIYHI po3p0obKu,
Qi3nYHi Ta MaTeMaTUYHI PyHOaMeHTabHi
3HAHHSA | MoOeni, @ TaKoXX TexXHoNOorii
CTBOPEHHSA Ta BUKOPUCTAHHSA NMPUKIALHOIO |
creuianizoBaHOro NMPOrpaMHOro
3abe3nevyeHHs ONa BUpPiLLEHHS MpodecinHuX
3apad y ranysi iHbopmauinHoi 6e3nekn Ta/abo
Kibepbesneku

The ability to reasonably apply, integrate,
develop and improve modern information
technologies, scientific and technical
developments, physical and mathematical
fundamental knowledge and models, as well
as technologies for creating and using applied
and specialized software for solving
professional tasks in the field of information
security and/or cyber security

30aTHICTb po3pobnsATn, BNpOBag)KyBaTu Ta
aHanizyBaTn HOPMaTUBHI OOKYMEHTN,
MOJIOXKEHHSA, IHCTPYKLiT 1 BUMOTN TEXHIYHOIO

The ability to develop, implement and analyze
regulatory documents, provisions, instructions
and requirements of technical and

®K |Ta opraHizauinHOro cnpsiMyBaHHS, a TakoX organizational direction, as well as integrate,
02 |iHTerpyBaTwn, aHanisyBaTu i BUKOpUcToByBaTu |analyze and use the best global practices,
Kpalli CBITOBI NMpPaKTUKN, CTaHOapTu 3 meToto |standards in order to carry out professional
30iNCcHeHHS npodecinHoi aisnbHOCTI B ranysi |activities in the field of information security
iHpopMauinHoi 6e3nekn Ta/abo kKibepbesnekn |and/or cyber security
3MaTHICTL AOCNIAXYBaTY, PO3POOAATH | Ability to research, develop and support
CynpoBOAKYBaTN METOAM Ta 3acobu ; . .
OK | AV . methods and means of information security
iHdbopMaUinHoi 6e3nekn Ta/abo Kibepbesnekn . : . .
03 , . VA . and/or cyber security at objects of information
Ha 06’ekTax iHpopMaLiNHOI AiaNbHOCTI Ta L o
s activity and critical infrastructure
KPUTUYHOI iHppacTpyKTypun
3MaTHICTL aHanisysatu, po3p06n;|T|/| ! The ability to analyze, develop and support
CYNpOBOAXKYBATUN CUCTEMY YyNPaBJliHHS A . :
) oo the organization's information security and/or
iHpopMaLinHoto 6esnekot Ta/abo .
OK KiGep6Ee3MeKolo opraHizaLlii, hopMysaTy cyber security management system, to form
04 P P ! My information security strategies and policies,

cTpaTerito i noniTnkn iHopMaLinHoi besneku
3 ypaxyBaHHSAM BIiTYU3HAHUX i Mi>XHApPOAHUX
CTaHJapTiB Ta BUMOr

taking into account domestic and international
standards and requirements
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OK
05

30aTHICTb A0 OOCAIAXEHHS, CACTEMHOIO
aHani3y Ta 3abe3nevyeHHsn 6e3nepepBHOCTI
bi3Hec/onepauinHUX NpPoLeciB 3 METO
BU3HAYeHHS ypa3nmBocTen iHhopMaLinHnX
CUCTeM Ta pecypciB, aHanily puUsunKiB Ta
BVW3HA4YeHHSA OLIHKK TX BNAMBY Yy BiAMOBIAHOCTI
[0 BCTAHOBJIEHOI CTpaTerii i NoNiTnkn
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesneku
opraHisauii

The ability to research, system analysis and
ensure the continuity of business/operational
processes in order to determine the
vulnerabilities of information systems and
resources, analyze risks and determine the
assessment of their impact in accordance with
the established strategy and policy of
information security and/or cyber security of
the organization

OK
06

30aTHICTb aHanizyBaTu, KOHTPOOBATU Ta
3abe3nevyBaTn CUCTEMY YNpPaBiHHA
[OCTYNoM A0 iHpopMaLinHUX pecypciB 3rigHo
BCTAHOBNIEHOI CTpaTerii i NoniTukn
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekun
opraHizauii

The ability to analyze, control and provide a
management system for access to information
resources in accordance with the established
strategy and policy of information security
and/or cyber security of the organization

OK
07

30aTHICTb gocnig)XyBaTu, po3pobnaTtu Ta
BMpOBag )XKyBaTu MeToau i 3axoaun npoTuaii
KibepiHUMaeHTaM, 34iNCHIOBATM Npoueaypu
yMpaBJliHHSA, KOHTPOJIIO Ta PO3CNiAyBaHHS, a
TaKOXX HajaBaTu pekoMeHgauii wono
nonepen)xeHHs Ta aHanisy KibepiHUMOEHTIB B
uinomy

The ability to research, develop and
implement methods and measures to counter
cyber incidents, to implement management,
control and investigation procedures, as well
as to provide recommendations on the
prevention and analysis of cyber incidents in
general

OK
08

30aTHICTb gocnig)XyBaTu, po3pobnaTn,
BNpPOBaAXyBaTu Ta CYNpOBOAXYBaTU MeToAN
M 3acobun 3axuncTy iHopMaLii Ha 06'ekTax
iHpopMaLiNHOT AiaNbHOCTI Ta KPUTUYHOT
iIHPPACTPYKTYpK, B iHPOPMaLINHNX CUCTeMaX,
30aTHICTb OLUiHIOBAaTN ePEeKTUBHICTb iX
BUKOPWUCTaHHSA, 3rifHO BCTaHOBEHOI cTpaTerii
i noNiTMKKM iHpopMavuinHoi 6e3snekn Ta/ abo
Kibepbe3nekn opraHisauii

The ability to research, develop, implement
and support methods and means of
information protection at objects of
information activity and critical infrastructure,
in information systems, the ability to evaluate
the effectiveness of their use, according to the
established strategy and policy of information
security and/or cyber security of the
organization

OK
09

30aTHICTb aHanisyBaTun, po3pobnaTtn i
CYNpPOBOAXYBaTWN CUCTEMY ayanUTy Ta
MOHITOPUHIY e(heKTUBHOCTI PYHKLIOHYBaHHS
iIHOpPMaALINHUX CUCTEM | TEXHOJOTIN,
6i3Hec\onepauinHMX NpoueciB B ranysi
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekun
opraHisaduii B winomy

The ability to analyze, develop and support
the system of auditing and monitoring the
effectiveness of the functioning of information
systems and technologies,
business\operational processes in the field of
information security and/or cyber security of
the organization as a whole

DK
10

30aTHICTb NPOBaAUTM HayKOBO-NeJarorivyHy
DiSNbHICTB, NNaHyBaTN HaBYaHHS,
KOHTPOJIIOBaTW i CynpoBOA)XyBaTu poboTy 3
NepcoHasioM, a TakKoXX NPUAMaTN eDeKTUBHI
pilleHHA 3 NTaHb iHhopMaLinHoi 6e3nekn
Ta/abo kibepbesznekn

The ability to conduct scientific and
pedagogical activities, plan training, monitor
and support work with personnel, as well as
make effective decisions on information
security and/or cyber security

OK
11

340aTHICTb BpaxoByBaTW Cy4dacHi
MiDKONCUUNIHAPHI HAYKOBO-MPaKTUYHI
KOHTEKCTU NpU MPUNHATTI pilleHb CTOCOBHO
HOBITHIX cucTeM, TexHonorin Kibepbesnekun,
Ta Npu BUKOPUCTaHHI Ta po3pobui meToais
Kibepbesnekun, 30KpeMa, BUKOPUCTOBYHOHN
anapaT aHani3y AaHUX Ta BPaxoByloun
BUMOMM BUCOKOHABaHTa>KEHUX CUCTEM

The ability to take into account modern
interdisciplinary scientific and practical
contexts when making decisions about the
latest systems, cyber security technologies,
and when using and developing cyber security
methods, in particular, using data analysis
apparatus and taking into account the
requirements of highly loaded systems
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7 - NMporpaMHi pesynbtatyu HaB4aHHA (MPH) / Programme learning outcomes

[1PH
01

BinbHO CMiNnKyBaTUCh AEpP>KaBHO Ta
iHO3EMHOI0 MOBaMM, YCHO i MMCbMOBO A5
npencTasBsieHHs | 06roBopeHHs pesynbTaTiB
Jocnig)XeHb Ta iHHoBaUin, 3abe3nevyeHHs
6izHec/onepauinHMUX Npouecis Ta NUTaHb
npocecCinHoi OianNbHOCTI B ranysi
iH(bopMaUuinHoi 6e3snekn Ta/abo Kibepbesnekn

Communicate freely in national and foreign
languages, orally and in writing to present and
discuss the results of research and innovation,
ensuring business/operational processes and
issues of professional activity in the field of
information security and/or cyber security

[PH
02

IHTerpyBaTu dpyHOaMeHTasnbHi Ta cneuiasbHi
3HaHHA )19 PO3B’A3yBaHHA CKAagHUX 3a4ay
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesnekn
Yy WNpoknx abo MynbTnanCUNNAiHAPHNX
KOHTEKCTax

Integrate fundamental and specialized
knowledge to solve complex information
security and/or cyber security challenges in
broad or multidisciplinary contexts

[1PH
03

MpoBagnTK AoCAiOHULbKY Ta/abo iHHOBaLUiNHY
DisnNbHICTL B cdepi iHhopMaLiiHoT 6e3nekn
Ta/abo Kibepbesnekun, a TakoxX B cepi
TEeXHI4YHOro Ta KpunTorpadgiyHoro 3axucTy
iHpopMaLii y kKibepripocTopi

Conduct research and/or innovative activities
in the field of information security and/or
cyber security, as well as in the field of
technical and cryptographic protection of
information in cyberspace

[PH
04

3acTocoByBaTK, iHTErpyBaTu, po3pobnartu,
BNPOBaA KyBaTW Ta YAOCKOHaIlOBATK CyYacHi
iHbopMaUinHi TexHonorii, i3nyHi Ta
MaTeMaTU4Hi MeToau i Mogeni B cepi
iHpopMauinHoi 6e3nekn Ta/abo Kibepbesnekn

Apply, integrate, develop, implement and
improve modern information technologies,
physical and mathematical methods and
models in the field of information security
and/or cyber security

[1PH
05

KpuTnyHo ocMucnioBaTtn npobnemun
iH(bopMauinHoi besnekn Ta/abo Kibepbesneku,
y TOMY 4YUCJi Ha MiXKrasly3eBoMy Ta
MiDKAVCUUNNIHApPHOMY PiBHIi, 30KpeMa Ha
OCHOBi PO3YMiHHS HOBUX pe3ynbTaTiB
iHXXeHepHUX i hi3nKo-MaTeMaTUYHNX HaykK, a
TaKOXX PO3BUTKY TEXHOJIOrN i CTBOPEHHSA Ta
BUKOPUCTaAHHA CcreuianizoBaHoro
nporpamMmHoro 3abe3nedyeHHs

Critically consider the problems of information
security and/or cyber security, including at the
interdisciplinary and interdisciplinary level, in
particular on the basis of understanding the
new results of engineering and physical and
mathematical sciences, as well as the
development of technologies for the creation
and use of specialized software

[PH
06

AHanisyBaTu Ta OLIHIOBATN 3aXULLEHICTb
cucTeM, KoOMMJeKcCiB Ta 3acobiB kKibep3axucTy,
TEXHONOrii CTBOPEHHS Ta BUKOPUCTAHHSA
creuianizoBaHOro NPOrpamHoOro
3abe3neyeHHs

Analyze and evaluate the security of systems,
complexes and means of cyber protection,
technologies for creating and using specialized
software

[1PH
07

O6rpyHTOBYBaTU BUKOPUCTAHHS,

BANpOBaA XyBaTW Ta aHanidyBaTu KpaLLi
CBiTOBI CTaHOApPTW, NPAKTUKN 3 METOO
pPO3B’A3aHHSA CKNagHUX 3a4a4d npodecinHoi
AisinbHOCTI B ranysi iHpopMauinHoi 6e3nekun
Ta/abo Kibepbesnekn

To justify the use, implement and analyze the
best global standards, practices in order to
solve complex problems of professional
activity in the field of information security
and/or cyber security

[PH
08

HocnipxysaTun, po3pobnatu i
CynpoBOAKYBaTK CUCTEMU Ta 3acobu
iHbopMaUinHoi 6e3nekn Ta/abo Kibepbesnekn
Ha 06’ekTax iHopMaUINHOT OiaNbHOCTI Ta
KPUTUYHOI iIHppacTpyKTypu

Research, develop and support systems and
means of information security and/or cyber
security at objects of information activity and
critical infrastructure

AHanizyBaTu, po3pobnsaTn i cynpoBoaXKyBaTHU
cucTeMmy ynpasniHHA iHPoOpMaLUinHO

Analyze, develop and support the

rPH . : .. |organization's information security and/or
be3nekoto Ta/abo kKibepbesnekoto opraHizauii .
09 . g ) ; ... |cyber security management system based on
Ha 6a3i cTpaTerii i NONITUKK iIH(OPMaLLINHOI . ) . X
information security strategy and policy
b6e3nekn
3abe3neyvyBaTn 6e3nepepBHICTb - . .
. y " PEPBH Ensure the continuity of business/operational
6i3Hec/onepauinHUX NPOLECiB, a TAaKOX . . M
e i~ processes, as well as identify vulnerabilities of
[1PH |BUABNATW YPa3/INBOCTI iIHPOPMaLLIMHNX ; .
; ) information systems and resources, analyze
10 |cucTem Ta pecypciB, aHanisyBaTu Ta

OLHIOBATWN PU3MKU AN iHopMaLinHoT
6e3nekn Ta/abo Kibepbesnekun opraHizauii

and assess risks for information security
and/or cyber security of the organization
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AHanisyBaTun, KOHTpPOJIIOBATN Ta
3abe3nevyBaTn epeKTMBHE PYHKLIOHYBaAHHS
CUCTEMU yrnpaBaiHHA OOCTYNOM 40

Analyze, control and ensure the effective
functioning of the access management system

rPH iHOPMALLIAHUX PECypCiB BIAMNOBIAHO 10 to information resources in accordance with
11 P pecypcis . the established strategy and policy of
BCTAHOBNIEHUX CTpaTErii i MONITUKN . : X .
. o . information security and/or cyber security of
iHdbopMaULinHoi 6e3nekn Ta/abo Kibepbesneku .
. the organization
opraHisauii
ocnipgXyBaTu, po3pobnaTtun Ta .
A AXy Po3p ) Research, develop and implement methods
BNpOBaA XyBaTn MeToau i 3axoam nNpoTuaii L
KIBEPIHLIANEHTaM, 3IACHIOBATM NPOLEAYDH gnd measures to counter cyber incidents,
MPH : ’ . implement management, control and
yrpaBiHHA, KOHTPOJIKO Ta PO3caigyBaHHA, a | L .
12 investigation procedures, as well as provide
TaK0o)X HafaBaTu pekoMeHaauil woao X )
) . ) . recommendations on the prevention and
nonepen)xeHHs Ta aHanisy KibepiHUMOEHTIB B . > .
) analysis of cyber incidents in general
uinomy
ocnigxXyBaTn, po3pobnaTu, BNpoBaaXXyBaTn .
A AXY o3P poBaiXy Research, develop, implement and use
Ta BUKOPUCTOBYBATK MEeTOAM Ta 3acobu ;
) ; methods and means of cryptographic and
KpunTorpadiyHoro Ta TEXHIYHOr0 3axX1UCTy R . ;
iHchopMmaLlii isHec/onepaLifiHnx npoLecis, a techmcal mform'atlon protection of
rPH X . . ! business/operational processes, as well as
TaKOXX aHani3yBaTW i HaAaBaTW OLiHKY .
13 g analyze and provide an assessment of the
€(heKTUBHOCTI IX BUKOPUCTAHHSA B . . o ;
) e , effectiveness of their use in information
iHpOpMaLiNHNX cncTeMax, Ha 06’ekTax ; . . -
. Pt ! " systems, objects of information activity and
iHpOPMaLINHOI OiANbHOCTI Ta KPUTUYHOI oo
. critical infrastructure
IHPPaCTPYKTYpH
AHanisyBaTun, po3pobnatu i cynposoaxxysaTtu |Analyze, develop and support the system of
CUCTEMY ayauTy Ta MOHITOPUHIY auditing and monitoring the effectiveness of
[PH |etheKTUBHOCTI (PYHKLIOHYBaHHS the functioning of information systems and
14 |iHopMaLiNHNUX CNCTEM | TEXHOJIOTIN, technologies, business/operational processes
bisHec\onepauinHux npouecis y cepi in the field of information and/or cyber
iHdopMauinHoi Ta\abo kibepbesneku B Linomy |security as a whole
3po3yMifio i HeJBO3HAYHO OOHOCUTW BAACHI Clearly and unambiguously communicate own
[Py [BYCHOBKN 3 npobnem iHpopmMauinHoi 6e3nekn |conclusions on information security and/or
15 Ta/abo Kibepbe3znekn, a TakoXX 3HaAHHSA Ta cyber security issues, as well as knowledge
MOSICHEHHS, WO iX 06rpyHTOBYIOTb A0 and explanations that justify them to staff,
nepcoHasny, napTHepIB Ta iHWKX ocCib partners and other persons
MpuiimaTn 0brpyHTOBaHI pilleHHSA ; s o
punmMa .96 PYHTOBaHI pILLIE 3 Make informed decisions on organizational and
opraHisauinHo-TeXHIYHUX NUTaHb oo , . !
) ke . technical issues of information security and/or
iHdbopMauinHoi besnekn Ta/abo Kibepbesnekn S ;
rPH CKNTANHMX | HENepeaB6adyBaHUX yMOBAX cyber security in complex and unpredictable
16 |Y o P y Y 'Y conditions, including using modern methods
TOMY 4YUCTi i3 3aCTOCYBaAHHAM CyYaCHMUX LS .
. . . and means of optimization, forecasting and
mMeTonAiB Ta 3acobiB onTuMisauii, - :
v : decision-making
NMPOrHO3yBaHHSA Ta NPUNHATTS pilleHb
MaTun HaBMYKM aBTOHOMHOrO i camocTinHoro |Have the skills of autonomous and
HaB4YaHHs y cdepi iHhopMauinHoi be3nekn independent learning in the field of
[PH |Ta/abo Kibepbe3nekn i LOTUYHUX Frany3en information security and/or cyber security and
17 |3HaHb, aHani3yBaTW BNacHi ocBiTHI noTpebu |related fields of knowledge, analyze your own
Ta 06’EKTMBHO OLiHIOBATK pe3ybTaTu educational needs and objectively evaluate
HaBYaHHS the results of your studies
MnaHyBaTK HaBYaHHSA, @ TaKoX i
Plan training, as well as accompany and
[PH |cynpoBoA>XyBaTu Ta KOHTpOJoBaTK poboTy 3 : ; )
. VL supervise work with personnel in the area of
18 |nepcoHanoM y Hanpsamy iHopMaLinHoI ; ) : .
; information security and/or cyber security
6e3nekn Ta/abo kibepbesneku
ObupaTw, aHanisyBaTun i po3pobnaTn NnpuaaTHi . .
pa . y po3pobl pna Choose, analyze and develop suitable typical
TUMNOBI @aHaNITUYHI, pO3pPaxyHKOBI Ta . . .
: . analytical, calculation and experimental
eKcrnepuMmeHTaNbHi MeToan Kibep3saxucTy, .
) methods of cyber protection, develop,
[PH |po3pobnsaTun, peanizoByBaTun Ta . ,
implement and support projects on the
19 |cynpoBOAKYBaTW MPOEKTU 3 3aXUCTY

iHpopMaULii y KibepnpocTopi, iHHOBAUINHOI
OiSNbHOCTI Ta 3aXUCTY iIHTeNeKTyaNbHOI
BJIACHOCTI

protection of information in cyberspace,
innovative activities and protection of
intellectual property
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CTaBnTu Ta BUpPilLYyBaTWN CKNAAHi iHXEHepHOo-
nMpUKAagHi Ta HayKoBi 3adadi iHPOpPMaLiNHOI

Set and solve complex engineering, applied
and scientific problems of information security

I72P0H b6e3nekun Ta/abo kKibepbesnekun 3 ypaxyBaHHAM [and/or cyber security, taking into account the
BMMOTI BiTYM3HAHMX Ta CBITOBUX CTaHAapTiB  |requirements of domestic and international
Ta Kpalwnx npakTuk standards and best practices
B'./'KOpMCTOI.ByBaTV,' METOAW HaTypHoro, Use the methods of natural, physical and
[1PH |(pi3n4HOro i KoMnN'toTepHOro MoAesitoBaHHA .
) . . computer modeling to study processes related
21 |onsa pocnifg>KeHHs NpoLecis, sKi CTOCYOTbCS . . . ;
: i . to information security and/or cyber security
iH(bopMaUinHoi 6e3snekn Ta/abo Kibepbesnekn
MnaHyBaTK Ta BUKOHYBATU
E€KCMepuMeHTasIbHi | TEOpPEeTUYHI Plan and carry out experimental and
OOCNio)XeHHs, BUCYBaTK | NepeBipsaTH theoretical research, put forward and test
[PH |rinoTte3un, obupaTn Ans UbOro NpuaaTHi hypotheses, choose suitable methods and
22 |MeToAu Ta iHCTPYMEHTW, 34iNCHI0BaTH tools for this, carry out statistical data
CTaTUCTMNYHY 06p0ObKY maHuX, oUiHOBaTH processing, assess the reliability of research
OOCTOBIpHICTb pe3ynbTaTiB AOCAiIAXKEHb, results, argue conclusions
apryMeHTyBaTu BUCHOBKMN
O6rpyHTOBYBaTM BIOIP MPOrPaMHOro To justify the choice of software, equipment
3abe3nevyeHHs, yCcTaTKyBaHHSA Ta : ; .
; e - and tools, engineering technologies and
IHCTPYMEHTIB, iH)XE€HEepHUX TEXHOJIONIN i I o h .
nMpoLeciB, a TaKoXX 0bMe)XeHb WoA0 HUX B Processes, as Wetl as restr|ct|.ons on them in
MPH Fanv3i thlpo MaLlifiHOT Be3mneKu Ta/abo the field of information security and/or cyber
23 Y P security on the basis of modern knowledge in

Kibepbesnekn Ha OCHOBI Cy4aCHUX 3HaHb Y
CYMIDKHNX rajny3ax, HayKoBOI, TEXHIYHOI Ta
DOBiAKOBOI NiTepaTypu Ta iHWOT AOCTYMNHOI
iHpopMaLil

related fields, scientific, technical and
reference literature and other available
information

[PH
24

MaTun HaBNYKK PO3pobsIEHHS, BMPOBaAXKEHHS
Ta CyNnpoBOOXXEHHA cucTeMm Kibepbesnekun,
pO3p0b6KM Ta BUKOPUCTAHHSA TEXHOJIOTIN Ta
MaTeMaTU4HMUX MeTofiB Kibepbe3nekn 3
ypaxyBaHHSAM Cy4YaCHMX BUMOT Ta NPMHLMNIB
nobynoBM BUCOKOHABAHTa)XEHMX CUCTEM Ta
nigxonis aHanizy gaHunx

Have the skills to develop, implement and
support cyber security systems, develop and
use cyber security technologies and
mathematical methods, taking into account
modern requirements and principles of
building highly loaded systems and data
analysis approaches

[1PH
25

B3aemogaisa cyb’ekTiB HaLioHanbHOI cnctemmn
3axucTty Kl Ta obMiH iH(hopMaLli€lo 3 NuTaHb
6e3nekn i CTINKOCTI hyHKLioHYBaHHSA KI.

Interaction of subjects of the national CI
protection system and exchange of
information on issues of security and stability
of Cl functioning.
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8 - PecypcHe 3abe3ne4yeHHs peanisauii npo

implementation

rpammu / Resource provision for programme

KappoBe 3abe3neuyeHHs / Staffing

BignosigHO A0 KagpOBUX BUMOT LLOAO0
3abe3neyvyeHHs NPoBag)XeHHS OCBITHbLOI
OiNbHOCTI ong BignosigHoro piBHA BO,
3aTBepa)xeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
peaakuii)

In accordance with the personnel requirements
for ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended)

MaTepianbHO-TexHiYHe 3ab6e3neuyeHHn / Material-technical support

BignoBigHO 00 TEXHONMOrMIYHMX BUMOT LL,OAO
MaTepiasbHO-TeXHi4YHOro 3abesnevyeHHs
OCBITHbOI AiSANILHOCTI BiAMoOBiAHOro piBHA BO,
3aTBepoxeHux MNoctaHoBoto KabiHeTy MiHicTpis
YkpaiHu Big 30.12.2015 p. Ne 1187 (B YMHHIN
pefakuii). 3 KOMN'IOTEPHUX Kaacu, NONIroH 3
Kibepbesneku.

BukopucTtaHHa obnagHaHHA ona NnpoBeneHHs
neKuin y dpopmaTi npe3eHTauin, mepexesux
TEXHO0rin, 30KpeMa Ha naaTdopmi
ONCTaHUiNHOro HaB4YaHHs Sikorsky.

In accordance with the technological
requirements for the material and technical
support of educational activities of the
corresponding level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine
dated 12.30.2015 No. 1187 (in the actual
version). 3 computer classrooms, Cyber Security
range.

Use of equipment for conducting lectures in the
format of presentations, network technologies,
in particular on the Sikorsky distance learning
platform.

IHdbopMauiHe Ta HaBYasIbHO-MeToAUYHe 3abe3neuyeHHs / Information and methodological support of the
al process

education

BionoBigHO 4,0 TEXHOJIOTIYHUX BUMOI LLOA0
HaBYaJ/IbHO-METOANYHOro Ta iHopMaLiNHOro
3abe3nevyeHHs OCBITHbOI AiA/IbHOCTI
BianoBigHOro piBHa BO, 3aTBEpAXEHUX
MocTaHoBow KabiHeTy MiHicTpiB YKpaiHu Bif
30.12.2015 p. Ne 1187 (B 4MHHIN penakuii).
KopucTtyBaHHA HaykoBo-TexHi4HOW b6ibnioTekoto
KMl im. Irops Cikopcbkoro.

In accordance with the technological
requirements for educational, methodological
and informational support of educational
activities of the corresponding level of HE,
approved by Resolution of the Cabinet of
Ministers of Ukraine dated 12.30.2015 No. 1187
(as amended).

Use of the Scientific and Technical Library of Ihor
Sikorsky Kyiv Polytechnic Institute.

9 - AkapeMiyHa MOOiINbH

ictb / Academic mobility

HauioHanbHa kpeauTHa MobGinbHicTb / National credit mobility

Y4yacTb CTyAEeHTIB B MpOrpaMax akageMiyHoi
MOBINIbHOCTI, MOXXJIMBICTb YKJIaAEeHHS yrof
OLEepP>XaHHSA CTyAeHTaMW MOABIMHUX ANMJIOMIB

Participation of students in academic mobility
programs, the possibility of concluding
agreements for students to receive double
diplomas

MixxHapogHa KpeauTHa MoGinbHicTb / International credit mobility

MOXXNUMBICTb YKNAAEHHA yrof npo Mi>XHapoaHy
akageMivyHy MobinbHICTb, MPo NoAaBiNHe
OVNIOMYBaHHSA, NPO TpUBai Mi>XHapPOHi
NpoeKTH

The possibility of concluding agreements on
international academic mobility, on double
graduation, on long-term international projects

HaB4yaHHA iHO3eMHMX 3800yBayiB BULLLOI OCBiTH /

Study of foreign applicants of higher education

HaB4yaHHS iHO3eMHUX 3006yBadviB BO, ki
onaHoBytoTb Ol 3a NnporpamMamMy Mi>KHapogHOI
akKageMivyHoi MobiNbHOCTI, HaBYaHHA MOXKe
MPOBOANTUCH aHININCbKO abo yKpaiHCbKOLO
MOBOIO, 3@ YMOBM BONOAiIHHA 3006yBavYeM MOBOIO
HaB4YaHHS Ha PiBHI He HuxX4e B2.

The training of foreign higher education
students who master the OP under international
academic mobility programs can be conducted
in English or Ukrainian, provided the student has
a language proficiency of no lower than B2.

10 - NMpouenypa npucBoeEHHA npodecinHux kBanicdikauin / Procedure for awarding
professional qualifications

He nepenbayeHo NpuUCBOEHHS NpodecinHoi
KBanidpikauii.

The awarding of a professional qualification is
not provided
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2. MEPEJIIK KOMMOHEHTIB OCBITHbOI MPOrPAMMN / COMPONENTS of EDUCATIONAL

PROGRAMME
Kpeauris nip,ccp(:/lihgaaoro
Koa/Code OcBiTHI kKOMNoOHeHTK nporpam/Components EKTC/ECTS Y ;
: KoHTposto / Final
credits
control form
HOPMATWBHI ocBiTHI koMmnoHeHTU/Required (standard) components
O60B’5A3KOBi KOMMOHEHTW LMKY 3arasbHoi nigrotoBkun/General training cycle
IHTenekTyaNbHa BNACHICTb Ta NaTEHTO3HABCTBO / . .
3001 Intellectual Property and Patent Science 3.0 3anix / Final test
CTanuin iHHOBaUINHWA PO3BUTOK / . .
3002 Sustainable Innovative Development 2.0 3anix / Final test
MpakKTUYHNI KypC iIHO3eMHOT MOBW ANSA AiNIOBOI KOMYHiKaLii / . .
3003 Foreign Language for Business Communication 3.0 3anik /[ Final test
Po3pobka cTapTan npoekTiB / . .
3004 Development of Startup Projects 3.0 3anik /[ Final test
MaTeMaTnyHe MoLentoBaHHA CMCTEM i npouecis / . )
3005 Mathematical modeling of systems and processes 3.0 3anix / Final test
0O60B’A3KOBIi KOMMOHEHTW UMKy NpodecinHoi niarotoeku /Professional training cycle
[MpoeKkTyBaHHS BUCOKOHaBaHTa)XXeHUx cuctem / . )
Mo 01 Highly loaded systems design 4.0 3anik /[ Final test
IHTeneKkTyanbHWIA aHani3 naHux /
o 02 Data Mining 4.0 Ek3ameH / Exam
Kibep3axucT 06'eKTiB KPUTUYHOT iHppacTPyKTypm / . )
1o 03 Cyber defense of critical infrastructure facilities 4.0 3anik / Final test
AHani3 KibepiHUMAEHTIB METOAAMN MALLUMHHOIO HaBYaHHSA /
o 04 Cyber incident analysis using machine learning methods 4.0 Eksamen / Exam
AHani3 6iHapHUX Bpa3nnBocTen / . )
o 05 Binary vulnerabilities analysis 4.0 3anix / Final test
OCHOBW HayKOBUX AOCHiIAXEHb / . .
116 06 Fundamentals of Scientific Research 3.0 3anik / Final test
BukoHaHHA MaricTepcbkoi gncepTauii /
no o7 Completion of the Master's Thesis 15.0 3axuct / Defence
noos |Pakmvka/ 15.0 3anix / Final test
Practice
BUWBIPKOBI ocBiTHi komnoHeHTW/Elective components
BnbipkoBi KOMMOHEHTW LMKy npodeciiHoi niarotosku/Professional training cycle
OCBITHIn KOMNOHEHT 1 ®-KaTanory / . )
B 01 Educational Component 1 from P-Catalogue 4.0 3anix / Final test
OCBITHIn KOMNOHEHT 2 ®-KaTasnory /
1B 02 Educational Component 2 from P-Catalogue 5.0 Eksamen / Exam
OCBITHIn KOMNOHEHT 3 ®-kaTasnory /
1B 03 Educational Component 3 from P-Catalogue 5.0 Eksamen / Exam
OCBITHIn KOMNOHEHT 4 ®-kaTanory / . .
18 04 Educational Component 4 from P-Catalogue 4.0 3anik / Final test
OCBITHIn KOMNOHEHT 5 ®-kaTanory /
18 05 Educational Component 5 from P-Catalogue >0 Ek3samen / Exam
3aranbHuii 06csar 060B’'A3K0BUX KOMMNOHEeHTIB / Total volume of the required 67
components:
3aranbHuin obcar BubipkoBnx komnoHeHTIB / Total volume of the elective components: 23
O6car ocBiTHIX KOMMNOHEHTIB, W0 3abe3neyytoTb 3400yTTA KOMNETEHTHOCTEN
BU3Ha4YeHNX CTaHAapToM BuLLOi ocBiTu / Total volume of the educational components 67
aimed at acquisition of competencies specified in the Higher Education Standard:
3ATFAJTIbHWIA OBCAT OCBITHLOI MPOrPAMU / TOTAL VOLUME OF THE EDUCATIONAL
PROGRAMME 90
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3. CTPYKTYPHO-JIOINYHA CXEMA OCBITHbOI MPOrPAMU / STRUCTURAL-AND-LOGICAL
SCHEME OF THE EDUCATIONAL PROGRAMME

Cyber defense of Cyber ?ncid.ent ( 1 \
Intellecrual || Sustainable | | Practical foreign Mathematical | | jighy joaded Data mining critical || analysis using Oawosn | | semester |
property and innovative | |@nguage course [ modeliing of | systems design || [| infrastructure machine learning Hayl.(OEVIX
patent science ||development| | for business systems and j facilities methods
communication pr
(
Development Binary ( ECfr:)m E_C 5 semister
of statup [---------"""70C vulnerabilities Catalogue |
projects analysis

Humanities Completonof [, [TTTTTTTTTTTTTTTTToTTImTIOTT

master's thesis

Practice

Elective components,
\_Professional Training cycle /

Anania / N\
IHTenexTyans- Ki6epaaxuct Ki6epiHUMAEHTIB
. MpakTu4Hwii Marematuune | | MPoekTyBaHHA noxTyal oB'exci PHLIA OcHosu 1 cemecTp
IHTenekTyaneHa Cranuin K . HUIA aHania KTIB MeTogamu
N . Kypc iHo3emHoi MopentoBaHHA [ BUCOKOHaBaH- I of HAYKOBUX | F-=-=----=-mmcmmcmmmoomomo oo
BNACHICTb Ta HHOBALiHWA ) T asKeHUX CHCTEM AaHnx KpUTU4HOI MaLUMHHOTrO
MOBM cucTeM i ;
naTeHTo3HaBCcTBO || poaBuTOK ) _ - iHcppacTpykTypy HaBYaHHA
ANA [inoBoi npouecis
KOMYHiKaLji ;
( 2 cemecT|
Poapo6ka AHania 6iHapHnx P
cTaptan Bpas3nueocTen
NpOeKTiB
R — \ 4 3 cemecTp
BukoHaHHA ---
TyMaHITapHi AUCLMAMIHN MpakTuka Marmepcufm
Ancepraul Bu6GipKoBi avcumniHn ®-

\ Karanory J
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4. ®OPMA ATECTALLIi 340B5YBAY4IB BULLLOi OCBITU / THE FORM OF ATTESTATION FOR
DEGREE PURSUERS

ATecTauisa 3006yBadiB BMLLOI OCBITM 3a OCBITHBLOIO NpOrpamMoto cneuianbHocTi F5 Kibepbesneka Ta
3axuUCT iHbopMaLii MpoBOANTLCA Y hOpMi 3aXUCTy KBaniikauinHoT MaricTepcbkoi poboTu Ta
3aBEpLIYETLCA BMOAYE0 OOKYMEHTa BCTaHOBEHOrO 3pa3ka Npo NpUCyo)XKeHHs NOMY CTyMneHs
MaricTpa 3 Kibepbe3nekun Ta 3ax1CTy iH(OpMaLlii 3a 0CBiTHLOI NporpamMoto “CuctemMm, TeXHONOrIii Ta
MaTeMaTu4Hi meToaun Kibepbesnekun”.

KeanigikauiiHa poboTa Mmae nepenbayaTi po3B’A3aHHA CKNAAHOMo creLianizoBaHoro 3asgaHHsa abo
npakTu4Hoi Nnpobnemun B ranysi kibepbesnekn Ta 3axucTy iHopMauii. Y KkBaniikauiiHin poboTi He
[ONyCKalTbCSA akageMiyHnin nnariaT, pabpukauis, hanbcngikauia Ta cnucyBaHHA. KBanidikaliriHa
poboTa NnepeBipAETLCA Ha AOTPMMAHHA NPUHUKMNIB akageMi4yHol obpoyecHOCTI BigNoBigHO A0
Mono>xeHHa Npo cucTteMy 3anobiraHHa nnariaTy, habpukauii, hanbcudikauii B HauioHanbHOMY
TexHi4YHOMY yHiBepcuTeTi YKpaiHn «KNIBCbKMN MOAITEXHIYHUA IHCTUTYT iMeHi Iropsa CikopcbkKoro» Ta
Micnsa 3axXucTy po3MillyeTbcs B peno3nTtopii HTE YHiBepcuTeTy and BiAbHOro gocryny.

OnpuntogHeHHs KBaniikauinHux pobiT, Wo MicTATb iH(opMaLLilo 3 06MeXeHUM [0CTYroM,
30iNCHIOETBLCS BiANOBIAHO 00 BUMOI YAHHOIrO0 3aKOHO4ABCTBA.

Attestation of students of higher education according to the educational program of the specialty F5
Cybersecurity and information protection is carried out in the form of defense of a qualifying
master's thesis and ends with the issuance of a document of the established model awarding him
with a master's degree in cyber security and information protection according to the educational
program "Systems, Technologies and Mathematical Methods of Cyber Security".

The qualification thesis must involve solving a complex specialized task or a practical problem in the
field of cybersecurity and information protection. Academic plagiarism, fabrication, falsification, and
cheating are strictly prohibited. The thesis is checked for compliance with the principles of academic
integrity in accordance with the Regulations on the system for preventing plagiarism, fabrication,
and falsification at Igor Sikorsky Kyiv Polytechnic Institute. Following the defense, the work is
uploaded to the University's Library repository for open access.

The publication of qualification theses containing restricted information is carried out in accordance
with the requirements of current legislation
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5. MATPULA BIANOBIJHOCTI NPOrPAMHUX KOMMNETEHTHOCTEA KOMMOHEHTAM
OCBITHbOI MPOrPAMU / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS

30 01|30 02|30 03[30 04|30 0510 01|10 02|10 03|10 04|10 05|10 06|10 07|10 08
3K01| X X
3K 02 X X
3K 03 X X
3K 04 X
3K 05 X X X
@K 01 X X X X X
K02 X
®K 03 X
®K 04 X
@K 05 X X X X X
®K 06 X X X
@K 07 X
®K 08 X
®K 09 X X
®K 10 X
PK 11 X X
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6. MATPULA 3ABE3NEYEHHA MPOrPAMHUX PE3YJIbTATIB HABYHAHHA BIANOBIAHUMMU

KOMMOHEHTAMU OCBITHbOI MPOrPAMMN / COMPLIANCE MATRIX OF PROGRAMME

LEARNING OUTCOMES WITH PROGRAMME COMPONENTS
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